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Introduction

Software has become an indispensable part of our daily lives. Not only large-scale operating
systems in businesses but also home electric appliances such as television sets and telephones are
powered by hundreds of program instructions. As our society depends more on software, its
malfunction becomes more disastrous. For example, the task force investigating the cause of the
August blackout that crippled much of the Northeast and parts of Canada concluded that a
software failure at Akron, Ohio-based FirstEnergy Corp. may have contributed significantly to
the outage (Computer World, 2003). The explosion of software usage has increased the
vulnerability of computer systems, highlighting security concerns.

Security experts argue that low quality of software is the major contributor to poor security. In
September 2003, Steven Adler, senior security strategist for Microsoft Corp. apologized for the
damage and losses caused by the onslaught of computer viruses that have attacked his company's
software. As an incentive mechanism for software quality improvement, software liability has
been intensely discussed among computer scientists and jurists for decades. Ryan (2003) argues
that it is not practical for consumers to create their own security software and that it is reasonable
to assume that manufacturers of such products should ensure the reliability of these products.
Although the software vendors have not faced liability for security failures yet, some companies
are demanding liability clauses in contracts with vendors, holding the vendors responsible for
any security breach connected to their software (Fisher, 2002). Due to potential liability as well
as increasing customer security awareness, some leading software vendors started making efforts
to develop secure software.

In this paper, we analyze the software market where a monopolistic vendor dominates the
market. We present an economic model to investigate whether imposing liability on the vendor
leads to better security. We consider patching cost as well as liability to be possible incentives
for the vendor to improve the initial quality of the software product. Our model is applied in both
the fully covered market and the partially covered market. Interestingly, our preliminary results
show that liability mechanism is an effective way to improve software quality under certain
conditions. This paper contributes to the literature in that it not only gives a clear picture of
liability in the software market from economic perspective but also provides implications to
managers and policy makers.



Model

Our model is built on the models of vertical quality differentiation (Mussa and Rosen, 1978). We
assume that both the vendor and the customers are aware of security issues. In other words, they
are capable of predicting loss due to security breaches of the software product. a(1—k)(1—s)

represents the expected loss when patching quality is k and the level of security quality is s.
Patching quality means how well patch management will be done by the vendor and we assume
that it is exogenous, either because patching technology is mainly influenced by the technology
available in the marketplace or because this decision is made before product launch. This is a
reasonable assumption in that budget for patching is likely to be estimated before the vendor
introduces the product to the market. Security quality measures vulnerability of the software to
attacks. Bug-free software can be considered to be of perfect security quality. Both parameters
are scaled between 0 and 1. The loss is set up in a way that it is entirely preventable if either
patching or security quality is perfect. In early 2002, Microsoft stopped all Windows feature
development and focused only on analysis of design, code, test plans and documentation. Our
model reflects the current phenomenon by analyzing the market where the vendor emphasizes on
security development given a certain level of functionality V, which means the features that the
customers enjoy with the software.

Without Liability:
In the case where the entire risk is on the customer side, the expected utility of a customer is
defined as follows:

EU =6V —a(l-k)1-5s))-p
V is functionality and a(1—k)(L—s) represents the expected loss when patching quality is k and
the level of security quality is s. p is the price and & captures customer heterogeneity indicating
how much value a customer derives from the software. Without loss of generality, we assume
that @is uniformly distributed on [6 —1,8].
A security software vendor’s expected profit is

Ex = px—ts? —k?*(L—5s)

where x is the demand for the product, ts? represents production cost of software with quality
level s. We assume quadratic cost function, so that cost increases as quality level rises at a
growing rate. k*(L—s) is patching cost, which is a quadratic function of patching quality, k. For
software with higher initial quality at the product launch, the vendor is likely to achieve a certain
level of patching at lower cost. This is captured by having the factor (1-s).

With Liability:
Consider the case where liability is imposed on the vendor side. Then the expected loss does not
affect customer utility:

EU=&V-p

Although variable cost of production is assumed to be zero, the expected loss plays a role of
variable cost in this case:

Erx=(p-a(l-k)1-s))x—ts* —k*(1—5s)



Full Market Coverage

We analyze a three-stage game. In the first stage, the monopolistic vendor decides quality level s
given functionality V and patching quality k and in the second, the vendor sets up price p. Then
the consumers decide whether or not to buy the product. Denote 1 be the case without liability
and 2 be the one with liability. F in the subscript stands for full market coverage. We find that
the optimal security quality in each case:
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Proposition 1: When customer valuation is low in the fully covered market, imposing liability on
the monopolist gives an incentive for quality improvement. However, when customer valuation is
high, liability mechanism may lower security quality.

This is interesting in that liability does not always guarantee better security. Up to a certain level
of customer valuation, imposing liability leads to quality improvement as what has been
expected by the practitioners. However, in the market with liability, customers do not appreciate
the vendor’s effort for security development. Thus, security quality does not directly affect
demand. In this market structure, the vendor maximizes profit by minimizing cost. Consequently,
in this case, imposing liability on the vendor may discourage the vendor to develop security.

Proposition 2: In the market without liability, security quality is underprovided by the
monopolist compared to social optimum. However, once liability is imposed, the monopolist
offers socially optimal level of security:
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Proposition 2 reflects the current market with underprovided security quality. It shows that
imposing liability on the vendor may give an incentive for the monopolist to offer socially
optimal level of security. This result has a policy implication in that liability should be imposed
on the vendor to achieve socially optimal security when the market is fully covered by the
monopolist.

Partial Market Coverage

We relax the full market coverage assumption and let the demand be decided by the market.
When partial market coverage is allowed, the customers who have higher willingness to pay

than @, willingness to pay of the marginal customer, will buy the software product. P in the
subscript means partial market coverage. The optimal levels of security quality under both
market structures are as follows:
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Proposition 3: In the market without liability, security quality increases as the customer
valuation increases. When patching quality is high, the monopolist offers higher security quality
as patching quality gets higher. When patching quality is low, the monopolist lowers security
quality as patching quality increases.

Our result shows that higher customer valuation leads to higher security quality. Interestingly,
we show that in the partially covered market without liability, patching does not always
compensate initial security development although it may be likely. Under the condition where
patching quality is high, offering more secure product is a best strategy for the monopolist as
patching quality gets higher. This may be due to the convex nature of the patching cost. The
monopolist can reduce the patching cost by offering higher initial quality at the product launch.
Thus, in case that patching is costly, security quality increases as patching quality increases.

Proposition 4: In the market with liability, security quality does not always increase as the
customer valuation increases. When functionality is high, high customer valuation leads to better
security.

In the market where the customers are responsible for the entire risk, the customers should value
the software product more to get the highly secure software. However, once liability is imposed
on the vendor, the customers will not care about the possible loss due to the security breaches.
Only thing that the customers appreciate is functionality. Our results show that given a fairly
high level of functionality, high valuation leads to better security.

Proposition 5: When perfect security tool is available in the secondary market, liability
mechanism does not make any difference and the monopolist offers product with no security.
When perfect patching is available on vendor cost, liability does not matter but the monopolist
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When there is no patching available, liability mechanism leads to better security under the
following conditions:

a’-4t<0 = s, >s,,
a’-aNt>0, 1<6<0" = s, <s,

a’-Nt>0, >0 = s, >s,,
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When the expected loss is small, security quality is higher in the current market where customers
are responsible for the risk. When the expected loss is large, the situation is same as in the case




of the fully covered market. Imposing liability on the vendor leads to quality improvement when
the customer valuation is small. However, in the market with high customer valuation, liability
mechanism may lead to lower quality. This result has a policy implication in the sense that the
conditions for the liability mechanism to be an effective way for quality improvement are
identified.

Conclusion

In this paper, we analyze the software market where a monopolistic vendor dominates the market.
We investigate whether imposing liability on the vendor leads to better security with an
economic model. We show that liability does not always improve security level and find
conditions under which liability mechanism can be an effective way to improve security. Our
paper contributes to the literature in the following ways. We analyze the impact of liability on
security level from economic perspective where not much economic research has been done on
this issue although it has been intensely argued for decades by computer scientists and jurists.
We consider how imposing liability may change a software producer’s incentive in security
investment. We also provide some guideline to policy makers by showing the conditions where
imposing liability leads to better security. In addition, our paper explains the huge security
investment of the monopolistic software vendors by identifying incentives for them to do so such
as patching cost and potential threat to be liable for their products.
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